INFORMATION SECURITY DATASHEET
Data Security
Servers housed in secure Tier 3+ data centres protected 24/7
by manned security and biometric access controls.
Servers actively monitored 24/7, enterprise grade ﬁrewalls
and anti-virus.
Resilient architecture with full geographic redundancy.
Logical separation of separate functional components.
Secure, encrypted European Union-based* cloud storage
plus further back-up options.

Encryption
Secure email, instant messaging and ﬁle sharing
both inside and outside the organisation.

Data encrypted in transit using TLS/SSL with forward secrecy.
Data encrypted at rest using multi-layer AES 256.
Individually distinct, dynamically generated key for each ﬁle.

All communications and notiﬁcations carried
down secure channels. Each channel has its own
searchable activity history, organised ﬁle storage
area and user access rights.
Lifecycle management: automated user onboarding and offboarding, automated channel creation
and adaptation plus user-friendly admin interface
providing complete, granular control of users,
roles, channels and access rights.
Turnkey deployment compatible with any existing
infrastructure. BYOD access from email or SMS
via adaptive multi-factor authentication based on
device and user.
Patent-pending no-trail PIN access so that users
do not need to remember complicated passwords. Corporate users can communicate directly
from within their existing email account.
Secure, transparent activity histories, compliance
monitoring and instant alerts reduce risk of data
leakage, reduce exposure to phishing attacks,
and deter insider threats by providing evidence of
who has accessed what.

Data Privacy
All data remains in the European Union* at all times.
On-premise option for organisations with 1,000+ users.
Technical architecture, Chinese walls, strict compliance
policies and enforcement designed to ensure that no
individual can access data without proper authentication.
Conforms to ISO 27001, GDPR, and HIPAA industry standards.

User Experience and Features
Modern, professional, white-labelled user interface available
via web browser or native app.
Drag and drop ﬁle sharing with automatic document
management.
Compatible with any corporate email and accessible via any
email account or mobile device.
Automatically generated, conﬁgurable primary channels
ensure that client communications are accessible by all
relevant employees.
Increased user engagement driven by embedded features
such as private notes, electronic signatures, AND private
areas for individual users.
*Alternative locations including offshore jurisdictions such as the
Channel Islands are available. Please contact us for more information.
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